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Peer-to-Peer Messaging Services
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Metadata resilient Messaging Services
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Privacy Preserving Digital Identity Systems
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations of Privacy Preserving Messengers
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Limitations imposed by the HSDir
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Number of running V3 onion services
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Measure Onion Service Creation Times
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Onion Service Creation Times
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Improving Onion Services
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Skipping the HSDir
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Sending Data via Introduction Points

Exchange Introduction Point Information
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Sending Descriptors via Introduction Points

Exchange Introduction Point Information
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Performance Gained
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My Main Contributions

e Gathered new metrics on the Tor Network

o Onion Service Creation Time
o Statistics on Onion Service Downloads

¢ Improved estimate on running onion services
o By increasing it by ~100.000

e Detected a set of malicious relays on the Tor Network
o Attributed by the Tor Project to KAX 17
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Number of running V3 onion services
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