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Metadata resilientMessaging Services
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Privacy PreservingDigital Identity Systems
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Limitations of Privacy PreservingMessengers
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Limitations imposed by theHSDir
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Number of runningV3 onion services
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MeasureOnion Service Creation Times
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Onion Service Creation Times
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ImprovingOnion Services
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Skipping theHSDir
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SendingData via Introduction Points
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SendingDescriptors via Introduction Points
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MyMainContributions

s Gathered new metrics on the Tor Networkc Onion Service Creation Timec Statistics on Onion Service Downloadss Improved estimate on running onion servicesc By increasing it by ~100.000s Detected a set of malicious relays on the Tor Networkc Attributed by the Tor Project to KAX 17
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